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Rekonesans - przyktady

3 Przegladarka domen - Microsoft Internet Explorer

Flik. Edvcia  Widok  Ulubiorne  Marzedzia  Pomoc

stz ~ = - (@[3 4} | Qwysaukai [EjUubione @ Mutimedia (B | By- S W - 5

adres @ Ci\DokumentyCrydaktykal Materialy do zajec\Bezpieczenstwol 3-testy penetracyineitpsa_pl-1.htm

Przegladarka domen
WWW |
Sprawdz | Szukaj w bazie WHOIS Wyczysc
Wynik posmukiwan
Domena: tpsapl
Dysponent TELEE OMUNIK ACTA POLSEA SA CENTRUM SYSTEMOW
domeny TELEINFORMATYCZNYCH
Adres: UL. WSPOLNA 75/79 00-519 WARSZAWA

Datarejestracii  1995-08-11

Serwernazw:  dnstpsapl [194.204. 152 34]
Serwernazw:  dnsd tpsapl [212.191 132 126]
Serwernazw.  dnstpsapl [194.204 159.1]
Serwernazw:  szeloba nask waw pl [193.59 201.29]

Serwer narw dns2 man lodz pl [212.51.192 5]
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Rekonesans - przyktady

> 1= -d tpsa. pl
[dns2 .tpsa.pll

tgsa- pl. SOn dns.tpsa.pl dns.tpsa.pl. (281
B 7200 ch4888 Bo 488>
tpsa.pl. NS dns .tpsa.
tpsa.pl. NS dns2.man. Rndz rl
tpsa.pl. NS dns2_tpsa.pl
tpsa.pl. NS dns4._tpsa.pl
tpsa.pl. NS sze loba.nask.vaw.pl
tpsa.pl. MX 208 mailin.tpsa.pl
tEEa-pl- A 193.1180.1208.41
CNAME mailer.cst._tpsa.pl
ipub .chr NS dns .ipvb.chr»_tpsza.pl
dns . ipvb.chre A 217.96.78.197
ipub .chr NE sze loba_.nazk.vaw.pl
walentynki A 213.25.288.18
wwu . walentynki A 213 .25 .2808.18
zyrardow NS dns . tgsa.pl
=z yrardow NS moko . lodz .tpsa.pl
moko . lod= A 194 .284_165.15
=dhb NS dns .tpsa.pl
zdhb NS dnsE-tEna-pl
zakopane NS =zt . krakow.tpza.pl
zakopane NS zt.nnuynacz.tgsa-pl
zt.nowysacsz A 194.284.158.6
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Rekonesans - przyktady

ety EL
Erd Hog Hoo o PR30 e

'.-.luhl'rl oo = H gl Gump |
Fiosdp. LY [
LicklsE up [1d94. 71 = A cid B
ReEveil  dad, cerleETal, pl B e
Bfdregss 194,90, 23%, M
fdea,.nl A inteErel {1Fed) eedifess = 194, 9.5, 4 el l
- -] 14 prelersne = 0, mall eodhangér = ibaiciid, centectel gl Ak O nd
1~ H-F .14 potbeisnte = 10, palld excRarmer = midodentectEl.pl -
Egeapd | i FmcIrsert v s dcenEcsimlopl
Ldea.al M= rEEEarsect « gapcs.onyk v pl
Edea.pl EA

SER origdn = mix,.cemisciel.pl
ERil adfc = ppovi ondeccanerrcnlopl
ascial = IECOEI4LO

cefoess = ZLELOIS hoaura) ol
TEECDY n W2ED)ZE Souxs|
pdza = LEERN] (14 degTi

[l Adais

min-Tel = LI2EE0 02 depal 2
dfgm.pl K3 rEpaaseer = day cembectal.pl
itam.pl =] CEEEIRTEC = @Inac.naxk . wew.pl
pctwr iy, cenbertal_pl A sposrmac (CFed] addroany = LEE.S,223.704
iy . caprarcal.pl i irceceas (Ifed| addrany = DBN.9.229.7F -R
frx, merrarralonl i drmerras CRRd] aidreem e R A, REN TR l]
Prw | Saws Tufis | Foed | Cops | o | Ensimends]  Hepwaet | B | m |
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Rekonesans - przyktady

} Mredialine - Lista naszych Elicntdw = Microsoft Intbermek Explorer
|| Ele Edt Yew Favorkes Tools Help

| ook - = O @ et Goravortes Frison |- &
|| Addrass {7 herp: v madiaone. plikien. b

WiedianOne

Troche adwagi. e my wyrmySldiSoy Internet, abe o my ge zradenlamy.

Masi Klienci

Ponizel enajduje sie lista niekbdrych naszych Klienktdw, ktdrzy skorzystali 2 usdug

Claarasil
Vistula
 Panasonic
Wichy
Allianz _
CEomputer Swiat
Plus et
MMeDonald's
11
- Fruga
< Waolt
* PLL Lok
Europejski Fundusz Leasingowy
»lahnsonilohnsan
Krodyt Bank
Miller
“Idea
MK Cale
Hewlett-Packard
Fletia
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Skanowanie - techniki TCP

Zbigniew SusKki

_’\

Skanowanie ~ | - ]
potaczeniowe oy s

| pélotwarte

Wysyla pakiet » flagg SYN
HEE nurmeram

sekwencyjmm (ISN) = x

Cidbiera pakiet z flagami SN
araz ACK # numerem
SEKWBNCYIMM = ¥ o2

numaram potwiendzenia = x+1

Wisyia pakiet z flaga ACK,
WAASNYM NUITErEm
selwencyjrym = x+d omz
numeram poiwierdzenia = v +1

[\

BSI - testy penetracyjne - przykiady

Chhierra pakiet 2 flagg SYN
Oraz Mumenam
SEWENCY|nyIm = &

Wisyla pakiet 2 flagami

SYM oraz ACK

Polwierdza polqcrenie wysylajac
W polu potwierdzenia = x+1 oraz
ganends wiasmy ISH =y

Odbiera:
pakiet z flaga ACK

CELE MLImarem

potwiesdzania =y + 1




Skanowanie - przykiady

4 SeperSces 3000
reznn Lookup
_ Frat il
Launcher | whal's Hew st NWFSTW | Fin Rt | e | e g
IDEMT Server | Dstsbass Tests | WinSe _ —
Hamss Serem Lockup | Brg | TiaceSiods | 4 » Timoou fican type Soem
] | | swif 72120150 2| | Peg | [ Aesbve bonames Frarg | %
Ny« (™" Probe Single Host Wj fo g"g...""ﬂmmw m-1 g m
& Frobe IF Rangs Preet | Mowtc| 1,254 | Dot 7 Peg ay TZIESISZ [0
| ey Tanget Hostname o Sta - [2om ™ Evep port in il Fisachirg il 0]
e @ |1?j155:|15|:| F |gnoisIF sms - Al et potts ot 0
F |grsie P 255 £ Allksk ports haan |1 E
T e End IP Ackdsess FEdctnone | ([ e |—|||—I.m a |
tolips [ es015
|'M- Mew | =Wy 17216505 PR
- i | Q1= L
B Tacger Comparsr List o 172 IE 5015 Cipers pots
=0 - T s@ 2 I
@ 00139 - TCF - mbaession nl;"-'wwﬂmm!'-IF'EE--:-HJ:*:-:-'-':"J.
TE. LG 50,15 7 -
& 172.16-50. 151 B 230k stowy bealoems com ESHTP qerve [Post (e w300 rebeame 0122 000 QOUADLZS 100 samcky
BB 17218 50,152 g «
@ oozl - TCP - £rp g = "% Command Prompl - frcan -pl-200 172 16. 50,152
i 00025 - TCP - amtp = g
. . twE-doe _2W00-he isBecuvity-BeannerysFeean XFecan —pl—2080 192,16 .58.1%52 —
® oocaz TCE Hees B = cam wl. 12 - Command line port scoanner.
@ 00053 - TCP - domaib g = pyright ZAAA &) by Foundstans, lnc.
i Etps Adwmm . Fowndstone coon
@ aoeTo - TCF - unémosm =@ 1 found
@ oooTe - TCP - fimger B 0P Mbce v| Soan started at Sun Mow LE 28:57:59 2E@1
@ 00080 - TCP - hrep T i 7216 58152 21 rtep
@ onoAl - TCP - urdmosm CHVELLG 58152 2hStep
a = 72 16 GA_IED A2 ECp
i o0los - TCP = umdmosm = R 1%,12.231%% ‘E-‘Eil'é“
F N . | Rt I ] 3]
@ 00110 - TCP - pepd 73 16 58,152 P ep
@ 00135 - TCP - urémosm M |19 72 16 G 152 B Eep
@ 00139 - TCP - nbassaion : 175 1660.108  1boten
172.16. 58,152 11Btep
W72 16 CH. 152 f s
172.16. 58,152 13%4tep
Scan Finizhed at Suwn Moy 18 Z8:58:8d ZBA1
Time takem: 208 jporcs in 2422 aecs (B2 54 portsssecd
Pirk | SaveToFis | Find | Copw | o | EmalFess|  Hepwicwd |
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Zdalna identyfikacja systemu operacyjnego

ftp> open ftp.netscape.com

Connected to 207. 200. 85.53 (207. 200. 85. 53)

220 ftp.netscape.com FTP server (Sun(OS 5.8) ready
Nane (ftp.netscape.com anonynous): anonynous

331 Guest | ogin ok, send your conplete e-nail address
as password.

Passwor d:

230 Guest | ogin ok, access restrictions apply.
Renbte systemtype is UN X

Usi ng binary node to transfer files.

ftp> SYST

215 UNI X Type: L8 Version SUNGCS

[~]# tel net 192. 168. 9. 130
Trying 192. 168. 9. 130 ...
Connected to pot at o.

Escape character is ‘"]’.
Debi an GNU/ Linux 2.2 potato
[ogI n:

Zbigniew Suski BSI — testy penetracyjne - przykiady



Zdalna identyfikacja systemu operacyjnego

" GF1 LANguard Melwork Secunly Scanner »[3.2)
Fin Edt Yies Scan Paiches Toos LSMguad Tra Help
-
OO0 DY DOADE &-= B & T Zfiainnse =
= EWJM-E'IE | o516 prersle_edha pl | [probesbly Uin HETRIDE discowery ... A
& Timi to e (TTL) 255 (255 - Same nistork sogrs Done sending, walting For responses ...
=l TCF Fors (1) SHWF discouvery ...
=@ 111 | SunfPC = SUH Aemote Procedae Cal | Community string : public
% poimappe, Ver: 2, Pioto- TCP, Port: 111 Done sending, waiting For responses ...
& pomapper, Ver: 2 Pioto - UDP, Past: 171 LEWF sweep ... (PLHGY)
% stalus Ve - 1, Proo : UDP, Pod - 1024 Dope sending, waiting for responses ...
® ttalus, Ve 1. Prot: TCF, Port: 1024 POME From 19.100.5.16 _
B 39002 Var: 2 Proto - TP Port - 1025 Tame B lawe (FTL) = 25%% ([(4255)
4 F g b + Same netuvork Segment
& EUEFITTTFIEFL:- SUNE B Cal | ICHF code in response < @ = Unix Dox
e : amals: Procedus Timestanp Reply (10.100.5.16)
® 514 [mpig] ICHP UNREACH For closed port {(10.100.5.16)
& 520 | e = Rowdei iouled BIP . RIP 2 ] Heady
L J 14%'“&-:&1-? Micnasolt SI:E.‘Eem:i] 1 Eﬂmuter‘ﬁ-: Found .
& 1500 | =do => Smple Serncs Dpcoveny Probacal |
=y Aketa 1) [10.100.5.16]
—} - APT Alests 1] Resolving 18.108.5.16...
E Y tam servics naving
-+ IR sl ued a5 : prodA5-16.pjustk.edupl
UDP scanning theead sStarted ...
TCF scanning started ...
1 open port{s).
Gathering banmers ...
111 - sunrpc
% services Found.
Waiting for UDP thread ...
perating System : probably Unix

lerts probing ..
Checking FTPF Alerts ...
Checking DHS Alerts ...
Checking Hall Alerts ...
Checking Service Alerts ...
4 i _"I l:he-ul-[.‘_l.ng HI_‘E Alerts ... :I

Fleady I I I i
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Zdalna identyfikacja systemu operacyjnego

#. MingSweeper 1.00{a5) - Network Reconnaissance Tool ;|g|5|
| Fle Scan View Option Help || TCPPotScan(svn) | B> € | l Y r@aH2H
JTargets I'IT-"E.EE.EIJEI?" Common ports |

Summary I Forts I Detailed Output Log | Scanning Optionz I eneral Options I
MingSweeper intialized at 15:47 on 02-04-03

Inttializing TCP Port Scan (SYRH) on 172220107

1 potential host(=) targetied

172 22.0107 iz alive - Round Trip Time 5 ms

Port scanning target address 172 220107

Port 135 i= open

Port 139 i= open

Port 445 i= open

37 portzs zcanned in 341 milizeconds : 3 Open potts, 34 Closed portz, O Fitered port=, O Firewwalled ports
Matched O Windows 2000

Completed =can of target address 172220107 in S zeconds
Alltargets =canned, shutting down
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Zdalna identyfikacja systemu operacyjnego

[~]# nmap -O 10.100.5.16
Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
Interesting ports on pro.pjwstk.edu.pl (10.100.5.16):

Port State Service
23/tcp open telnet

111/tcp open sunrpc
1024/tcp open kdm

Remote operating system guess: Linux Kernel 2.4.0-2.5.20
Uptime 0.024 days (since Wed Apr 2 08:46:48 2003)

Nmap run completed -- 1 IP address (1 host up) scanned in 6 seconds
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Zdalna identyfikacja systemu operacyjnego

P2: TTL: 129,

release

P3: TTL: 129,
P4: TTL: 129,
P5: TTL: 129,
P6: TTL: 129,
Generated Fingerprint: NC129D677LLLHLH
Predicted Operating System: Microsoft Windows XP Pro RC1 through final

[/usr/src/bsfl# ./bsf -t 10.1.1.15 —v

BSF v1.1.2ALPHA2

Better Stack Fingerprinting.

Host 10.1.1.15 appears up.

Preforming BSF traceroute to 10.1.1.15:
hop 1: 10.1.1.15

We are 1 hop(s) away.

BSF traceroute completed in 0 second(s).

Begining to probe 10.1.1.15 (-)

P1: TTL: 129, IPID:64885, ICMPID:40042, ICMP_SEQ:49339
IPID: 64891 ,
IPID: 64898 ,
IPID: 64905,
IPID: 64910,
IPID: 64917 ,

ICMPID: 41482 , ICMP_SEQ: 32393
ICMPID: 39881 , ICMP_SEQ: 2071
ICMPID: 45549 , ICMP_SEQ: 53495
ICMPID: 26507 , ICMP_SEQ: 47664
ICMPID: 55108 , ICMP_SEQ: 4540

Zbigniew Suski
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Zdalna identyfikacja systemu operacyjnego

[root@imp xprobe-0.0.2]# ./xprobe 192.168.6.43
X probe ver. 0.0.2 Program Xprobe

Interface: eth0/192.168.6.38 g T'Eir:r:;g?:thuest
LOG: Target: 192.168.6.43 )

LOG: Netmask: 255.255.255.255 J Information Request
LOG: probing: 192.168.6.43 0 Address Mask Request
LOG: [send]-> UDP to 192.168.6.43:32132

LOG: [98 bytes] sent, waiting for response.

LOG: [send]-> ICMP echo request to 192.168.6.43

LOG: [68 bytes] sent, waiting for response.

LOG: [send]-> ICMP time stamp request to 192.168.6.43

LOG: [68 bytes] sent, waiting for response.

LOG: [send]-> ICMP address mask request to 192.168.6.43

LOG: [48 bytes] sent, waiting for response.

INAL:[ Windows 98/98SE ]
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Enumeracja systemu Windows ( Nazwy NetBIOS)

"% Command Prompt

E:\}HBTETHT -A 172.16.58.152 —«¢ —» -5

MetBIOS Connection Tahle

DMINISTRATOR <@3>
L

Listening

Local Mame State Ins0Out Remote Host Input Qutput
TESTOWY <BA> Connected Out 172.16.58.158 2288 4458
TESTOWY <BA> Connected Out 172.16.58.158 166KB 2KB
TESTOWY <@3> Listening

Zbigniew Suski
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Enumeracja systemu Windows ( Nazwy NetBIOS)

C:\net view \\192.168.3.58
Shared resources at \\192.168.3.58
Share name Type Used as Comment

BE Dysk

CertEnroll Dysk Certificate Services share

Home Dysk

HPColorL_new Wydruk HP Color LaserJet 4550

LJ2200 Wydruk HP LaserJet 2200 Series PCL 5e
NETLOGON Dysk Logon server share

profile Dysk

SYSVOL Dysk Logon server share

The conmmand conpl et ed successfully.

Zbigniew Suski BSI — testy penetracyjne - przykiady
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Enumeracja systemu Windows ( Nazwy NetBIOS)

srrmtshare SStestowysAplikac je

hare name ““testowysAplikac je
ath F:~
emark
aximum Wwsers Mo limit
SEPrs A
ermissions:
“~Everyvone =: READ

he command completed successfully.

swrntshare “stestowysadmin®

hare name swtestowysadmind
ath H:~NT_TEST

emark Remote Admin
aximum wusers Mo limit

SEePrs A

o permissions specified.
he command completed successfully.

R

"% Command Prompt M= E3
wremtzhare “Stestowy
hare name Resource Remark
ETLOGON H:“NT_TEST~system32“Repl-“Imp... Logon server share
DMINS H:~NIT_TEST Remote Admin
IPCS Remote IPC
& (AN Default share
5 Do~ Default share
5 E:~ Default zhare
ideo F:~
F:x Default zhare
5 G Default zhare
= H:zx Default share
glikacje F:x
[ HY Default zhare
okumenty F:x
he command completed successfully.

1% Command Prompt

E:H}srucheck ““wEeztowy

MwtestowysNETLOGON
-~ Everyone
MwtestowysDokumenty
DOMENA_TESTOUADomain Users
MwtestowysAplikac je
-“~Everyone
MNwEtestowysUideo
DOMENA_TESTOWUADomain Guests
DOMENA_TESTOUASDomain Users

H:=~>

=

Zbigniew Suski
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Enumeracja systemu Windows (SID)

Fle Edt Search Repot Wiew Help

#: Somarsoft DumpSec (formerly Dumpdel] - \Mtestowy

101X

IserNane .ctExpiresTime LastLogonTine

LastLogonServer LogonHours Sid

Adninistrator 'ver
Adninistrator wer
Adninistrator wer
Guest ey
[USR TESTOWY ‘iver
[USR TESTOWY rwer
TESTOUYS e

{

Found 4 users

11718761 11:67 PH testowy A1l
11718761 11:67 PH testowy A1l
11718761 11:67 PH testowy A1l
Never testowy All
11718761 §:45 PH  testowy A1l
11/18/81 8:45 PH testow A1l

testow

$-1-5-21-251926106-347765527-208 62 6174-500
$-1-5-21-251926106-347765527-208 62 6174-500
$-1-5-21-251926106-347765527-20862 6174-500
$-1-5-21-251926106-347765527-208626174-501
$-1-5-21-251926106-347765527-2 0862 6174-1061
$-1-5-21-251926106-347765527-2 086261741061

Zbigniew Suski
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Enumeracja systemu UNIX/Linux

0] Poleg Si\nc-nvv192.168.1.279
Ol€C <uNKNOWN> [192.168.1.2] 79 <?> open
user

raotEathlon

[Froot@ath lon L?gin: user Name: (nu") ]
Login: root | Directory: /home/user Shell: /bin/bash

Bi’“g'ﬂ‘g’:’}ue Last login Thu Mar 6 05:10 (CET) on 2 from cocktail

On =ince Tue No mail.
Hew mail redc
Urread | NO Plan.

No Plan.
Login: marci Login: ftp Name: FTP User
pirectory: /1 Directory: /homelftp Shell: /bin/sh
Mo mail, Never logged in.
Flan: .
No mail.
[root@athlon No Plan.
Login: test Name: test

Directory: /homel/test
Never logged in.

No mail.

No Plan.

Shell: /bin/bash

Zbigniew Suski
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Enumeracja systemu UNIX/Linux

J Polecenie rwho lub rusers lub w
root@athlon:

Flik Eoycja Lstawienia Fomoc

[root@athlon /1# rusers —al athlon - |
root athlonittyl Dec & 22:00 00

marcin  athlon:tiy? Dec 3 22:01 06

root athlon:pts/0 Dec 3 22:00 {207

[root@athlon /1% B

root@athlon:/
Edycja  Ustawienia Pomoc

[root@athlon /]# w —F
10:11pm uwp 11 min, 3 users, load average: 0,05, 0,07, 0,04

LSER 1Y LOGING IDLE JCPU  PCPU WHAT

root tiyl 10:000m 10:40 0,43 0,03= /bin/sh fusr/¥11R6/hin/starty
marcin  tiy? 10:01pm 8:37 0,125 0,03= /usr/bin/mc P

root pts/0 10:00pm 0,00 0,128 0.01s w -f

[root@athlon /14 B

BSI - testy penetracyjne - przykiady 19
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Enumeracja systemu UNIX/Linux

J Wykrywanie kont za pomoca SMTP

C:\nc —nvv 192.168.1.2 25

<UNKNOWN> [192.168.1.2] 25 <?> open
220 kazio ESMTP Sendmail 8.9.3/8.8.7; Tue, 11 Mar 2003 15:08:34 +0100
EXPN root

250 root root@kazio

EXPN user

250 user@kazio

EXPN ftp

250 FTP User ftp@kazio

EXPN gosc

550 gosc... User unknown

EXPN test

250 test test@kazio

EXPN admin

550 admin... User unknown

quit

221 kazio closing connection

Zbigniew Suski BSI — testy penetracyjne - przykiady
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Enumeracja systemu UNIX/Linux

Zbigniew Suski

J Wykrywanie kont za pomocq SNMP

rnnt@athlnnf

Plik. Edycja LUstawienia Fomoc

[Froot@athlon etc]# snmpwalk athlon public

system,sysDescr,0 = Linux athlon 2.4.7-10 #1 Thu Sep 6 16:46:36 EDT 2001 insH
system,syslbjectID.0 = 0ID: enterprises.ucdavis,ucdSnmphgent . linus
system,sysUpTime,0 = Timeticks: (2086) 0:00:20.56

system,sysContact .0 = Root <root@localhost> (configpure fetc/snmpf=nmp, local ,conf

system,sysName,0 = athlon

systemn,syslocation.0 = Unknown {edit Jetc/snmp/snmpd.conf)
system,sysORLastChange.0 = Timeticks: (0) 0:00:00.00
system,sy=0RETable,sysORBEntry ., sys0RID .1 = O0ID: ifMIE

system,=sy=0RTable ,sysOREntry ., sysORID, 2 = 0ID: ,iso.org.dod, internet ,somph2 , =nmpH
odules . snnpMIE

system,sys=0RTable ,sy=s0REntry,sy=0RID .3 = 0ID: tcpMIB
system,=sys0RTable,sys0REntry . sysORID . 4 = OID: ip

systemn,syslRTable . sysOREntry ., sysORID.5 = OID: udeIB

system,sys0RTable ,sysOREntry,sysORID .6 = 0ID: . iso,org.dod, internet ,snmpV?2 ., shmpM
odules , snmpVacnMIE | vacmMIBECont Tm.mﬂlﬁ}ﬂm acmBasicGroup
system,syz=0RTable,sy=0REntry . sys0RID,.7 = 0ID: .iso.org.dod. internet.snmpV2 . snmpM
odu les , snnpFramneworkMIE . snnpf rameworkM IBConformance . snmpFrameworkMIEComnpl iances,
snmpF ramneworkMIEComp liance

system,sys0RTable ,sys0REntry . sys0RID .8 = 0ID: .iso.org.dod. internet.snmpV2 ., snmpM
odules, snepMPDMIE . snmpMPDMIEContorsance , snmpPDMIEConp L iances . snmpMPDConp L iance

system,=sys0RTable ,sys0REntry ., sysORID.9 = 0ID: ,iso.org.dod, internet , snomph2, =nnpH

odules . snnpllsmMIB usmMIBContormance ,useMIBCompl iances .uswMIBComp ] iance

BSI - testy penetracyjne - przykiady
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Enumeracja systemu UNIX/Linux

d Wykrywanie zasobow NFS

[root@tareet root [# showmount -2 athlon
Export list for athlon:

Vhome/ marcin pent lum

| rootdtarget root [#
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Enumeracja systemu UNIX/Linux

d Wykrywanie zasobow NIS

[Foot@athlon root]# ypcat hosts
192,166 .,0,2 pent ium

127.0,0,1 athlon  localhost, localdomain localkost
127 .0,0,1 athlon  localhost, localdomain localkbost
127 .0,0,1 athlon  localhost, localdomain localkost

[roct@athlon root]d W

[root@athlon root]# yocat passud

nfsnabocly: || :65534:65534 sAnonynaus NS User:/var, Lib/nfs:/shin/nologin
e in 13630 ILN TBEDsuP2, 72uCankkEGZp1 :500:500Marcin Sasing/hone/ nercing /bin/bash
[raot@athlon root]4 i
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Enumeracja systemu UNIX/Linux

d Wykrywanie zasobow NIS

[root@athlon root]# ypcat rpc.bynane

ypopassudd
hostpert
etherstatd
debug_svc
keysery

I~ JE_mapper
=acdmnind
rouotad
rouotad
rouotac
sunisamnd
statmon
fypsfrd
amc

YpsEry
SFmED
hostpert
yp=frd
walld

10000
100107
100010
100066
10002H
100014
100232
100011
100011
100011
100065
100025

yppass
na,hostpert
etherztat
dhsry

keyserver

rouotaprog guota roguota
roguotaprog guota roguota
rouotaprog guota rouota

ROO1O006S freebhsd-ypxfrd

S0001H
100004
100122
100107
10006EH
100008

Mo

YPprog

Ma,Snmp snmp-cnc snmp-synoptics snmp-unisys snomp-utk
na hostpert

roc st

ruall shutdown

Zbigniew Suski
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Enumeracja systemu UNIX/Linux

d Wykrywanie zasobow NIS
[root@athlon root]# ypocat services.byname | more
f inger 795t op
R mp -2 i 511/ udp dog=ali execd
hosthname 101 udp hosthnames
izakmp BO0 top
kerberos-1v 7R udp kerberosd kerberos-sec kdc
h3Z3gatedizc 1718 udp
who 513 udp whiod
omire S0 udp omirrd
mailo 174/ tcp
rtap 554 udp
af=3-errors 7006 udp
https 443/t
topmu 1/t
f=p 21 udp f=pd
netr jz-2 72itop
ftp 21itop
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Enumeracja systemu UNIX/Linux

J Wykrywanie zasobow RPC

[Frootdathlon root]# rpcinfo —-p 192,168 .0, 2
program wer, proto port
1000 2 top 111  portmapper
1000 2 LIcip 111  portmapper
100024 1 i 1024 =tatus
100024 1 tcp 1024 =tatus
A 1002 2 top 1025 =gzi fam
100005 1 Liclip 1026 mountd
100005 1 tcp 1027 mountd
100005 2 LIcip 1025 mountd
100005 2 tcp 1027 mountd
100005 3 LIl 1025 mountd
100005 & tcp 1027 mountd
120005 = Liclpo 2049 nfs
10000S A Liclp 2049 nfs
100021 1 Lcip 1027 nlockmgr
100021 & LIcip 1027 nlockmgr
100021 4 iicd 1027 nlockmgr
[root@athlon root ]#
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Enumeracja systemu UNIX/Linux

1 Pozyskiwanie banerow aplikacji (telnet)

HITP/1.1 288 0K

Date: Sun, BY Sep 2003 21:04:52 GMT

server: Apaches1.3.22 (Unix) <(Red-Hat/Linux? mod_ssl/2.8.5 OpenSSL/0.9.6h DAU/1
8.2 PHP/4.8.6 mod_perls1.24_B1 mod_throttles3.1.2

Last-Modified: Sat, 17 Feh 2081 12:23:88 GNI

ETag: "27684-7e?-3aBebd24"

Accept-Ranges: hytes

Gontent-Length: 2823

Gonnection: close

GContent-Type: text/html
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Podstuchiwanie logowania do poczty WWW

‘A lgowanie do systemu - poceta.soga.pd - Microsalt Inbermet Esplorer _..Lnl_ﬂ
| Bk Edcia Wik Ukblore  Bamsdda  Pomo;

| dawstez = = = (@[] A Dwvseuke [Gltkbiore (Hstois - b W - 5

]-ﬂd"ll I-EI http: fjocczta hogs plflogn. asp ;I Pkt | L =l|

hoga.pl

=101 %
=T saltar_1ogin,asp HTTE/L, 10 ] iy
coept: Amagesolf, Amapesx-sbitmap, images{peq, imagespipeq. applicationSe-shockwave-flasll
1, Applicationfend, ms-powerpoint, applicatiaonsvnd.mE-gxcel, applicatiaonsmiword, */%0
aferer: httpis poczta.hoga. plloging aspl
cept-Language: ple
antent-Type: applicationx—www-Torm-ur lencodedl
cepr-sncoding: gzip, deflaten
sar-Agent: MozillasMd, 0 Ccompatible; MSIE §5.01; wWindows WT 5,001
OsT! OCZTa. hoga.pll
antert=Langth: 520
annection: Keep-419wel
ache-contral: mo-cachen
ookie: ASPSESSIONTGEEEFWE=CENL0KGAAFENPEIDLILITHICE —

rP35swordhe=1 F 3 quedok =we jdimo D |
1]
arfnection: KEesp=-aT11vel

arver: Wicrosoft-IIS/5.00

aTe: wed, OF May 2003 0D:56:46 GHTD

ocatiom: checkmail, aspo

ontent-Length: 134¢

antent-Type: text himlo

spires: wed, OF Hay 2003 09:35:46 GMTA

at=Cookia: RemembarUser=; path=,0

Zaklada ar—Zookia: TusErnaﬂErcl:rcI'-':ta‘l'IlESH':lh-:ugaxEEp'l: pathe=/ I

Ll E e vgrId=cockeaillZ I Ohwagadd Epl: axpires-wad, I0-DEc-2020 2I:00:00 GMT; path=,1

at—_ookia: Usermame=; path=/1

» kontopa [SeT-Cookie: TUuserPass=123gwe; paths=/T

at-Cookia: UserPassenrds=; path=£0
m « modliwod a1 —Cookle: HPIG=111384072; guplresswed, 30-0Dec-2020 Z3:00:00 GMT: paths=,s0

4| ache-contral: privaten
fa: 1.0 wicaches.waw. cop.pll

Trvad obwieranie strory hitp: ffadz hoge pilosibank4 |0
# heads«titlax=ibject moveds Titles< haad:

chody><hl>object Woved<Md>This object may be Ffound <a HREF="checkmail.asp'shere</as. < /boll

senuisie, caesho w

:.l-.h.
ET Slimagessbrr.glf WTTesl.le
coepts WAl

raferer! hitpr/ poczra. hoga, pllafter_checkmadl. aspTlzoda6a30d130 i

Entre comwerzation (4415 bytes) —i | ASCH ~ EBCOIC » Hex Dump ~ C .'Fr'l'lIEm.-!-pa EIIJ:BBI
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Podstuchiwanie protokoiu FTP

Microsoft(R) Windows 98
(C)Copwright Microsoft Corp 1981-1998.

C:AWINDOWS> telnet 192.168.1.2

C:\WINDOWS>ftp 192.168.1.2

Poraczonuv = 192.168.1.2.

220 kazio FTP =zerver {(Ver=zion wu-2_6_A{1) Mon Feb 28 10:308:36 EST 2008) re
Uzytkownik {(192.168.1.2:({none)): cocktail

331 Password required Tor cocktail.

Ha=s¥o:

238 U=zer cocktail logged in.

Ftp> _

{2 Contents of TCP stream

220 kazio FTP server (version wu-=2.6.00L) Mon Feb 28 10:30:36 EST 2000) ready.D
USER cocktailn

331 Password reguired for cocktail.n

[PASS 1230wel

220 User cocktail Togged in. 0
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Podstuchiwanie protokotu Telnet

8 Telnet — 192.168.1.2

Potacz Edvcia Temmmal Pomoc

Red Hat Linux velease 6.2 (Zoot)
Kernel 2.2.14-%_8 on an i%86

login: cocktaillj

(&% Contents of TCP stream

rod Hat L1nux release &. (Z2oot)0
Kernel 2.2.14-5.0 on an 1__:-5{”]
...... 1Dg1n: ccoocckkttaadiillo

assword: 1230wel

o To

Last 1Dgin: Sun Mar 1o 17:17:0% from kKaziol
[cockrail@kazio cockrail]® 1ls= —=17n
a0

Moo =1 2EATEA
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Podstuchiwanie protokotu POP

W Dutlook Express x|

Trwa Faczenie sie z 'pop.hoga.pl'... Uk

. . £alrzyma
Trwa wierzutelnianie. .

<< Szczegity

Zadania Bledy
Zadarnia | Stan Potaczenie
P Sprawd?, czy =3 nowe wiadomodci na 'pop.hoga.pl'. Wokonwwanie Sied lokalha
(&) Contents of TCP stream R o [=]

OF LNTDCity POPS Sarver, wer UL, 2002, [WSZe K18 problemy prosZe przesylac na adres danyein B
poity.com.pl) dnia 2003-05-070

ISER cocktad|l23o

ok witaj cocktailizz@hoga.pl, podal hasloo

ASE 1230wel

ok Haslo w porzadku (userIn=3138732), ostatni Jogin @ 2003-05-07 11:51:230

TATO

oo o]

JUTTO

ok Infocity POP3 sServer zZegna, CU )0
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